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Section 2.3:  Inclusion of requirement for regular updates from Online Safety Lead. 
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Section 4.8:  New section 
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Historic amendments to this policy: 

 

 

 
History Details 

December 2013 New Policy 

November 2014 3.6: Inclusion of school mobile for residential visits 

4.3: Inclusion of social network disclaimer message 

4.4: School’s use of Blogging and Facebook deleted 

4.6: Inclusion of eSafety Officer’s responsibility to recommend external training if 

appropriate 

March 2016 Policy renamed (was eSafety Policy) 

All references to eSafety have been changed to Online Safety 

1 Kevin Hayle deleted as IT support technician 

4.4: School’s use of Blogging reinserted in line with Y5 scheme of work 

June 2017 Re-ratified.  No change made. 

January 2018 All references to Online Safety Officer changed to Online Safety Lead 

All references to Safeguarding Sub-Committee changed to Online Safety Governor 

2.1: Governor requirement to provide support to Online Safety Lead included 

2.1:  Online safety to be included as Standing Agenda item 

2.1:  Online Safety Lead responsible for providing regular updates 

3.1:  Illegal Websites renamed Blocked Websites 

3.6:  Bullet 4 now includes and a school mobile is not available 

4.4:  Facebook for publicity purposes now included under Social Networking 

4.6:  Training programme now regular not annual 

5:     Record of training deleted and subsequent paragraphs renumbered 

11:   Checklist updated to include Administrator password storage, frequency of Online 

Safety lessons and  Acceptable Use Policy reissued within last 12 months 

November 2018 2.3:  Contact name highlighted for ease of reference 

2.8:  Reference to Safeguarding Sub-Committee amended 

November 2019 Section 5:  New section inserted:  Mobile Technology 

Subsequent sections (6-12) renumbered accordingly 

November 2020 Section 10:  New section inserted:  Online Safety Curriculum 

Subsequent sections renumbered 
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1 Policy Statement 

 
For clarity, this Online Safety policy uses the following terms unless otherwise stated: 

 

Users - refers to staff, governing body, school volunteers, children and any other person 

working in or on behalf of the school, including contractors who make use of any aspect of IT 

equipment or IT infrastructure. 

 

Parents – any adult with a legal responsibility for a child outside the school, eg: parent, 

guardian, carer. 

 

School – any school business or activity conducted on or off the school site, eg: visits, 

conferences, school trips and residentials etc. 

 

Wider school community – students, all staff, Governing Body, parents, PTA and outside 

providers (who may only use IT on an infrequent basis). 

 

IT support technician(s) – any member of staff from a technical support company who may 

visit site.  Currently the school uses services from Ashby Computer Services (Andy Hickman). 

 

CEOP: Child Exploitation Online Protection centre – for reporting of inappropriate 

behaviour online for other persons. 

 

IWF: Internet Watch Foundation – for reporting of inappropriate websites. 

 

Safeguarding is a serious matter.  At Maidwell Primary School we use technology and the 
Internet extensively across all areas of the curriculum.  Online safeguarding, known as 

Online Safety, is an area that is constantly evolving and as such this policy will be 

reviewed on an annual basis or in response to an Online Safety incident, whichever is 

sooner. 

 

The primary purpose of this policy is: 

 

• To ensure the requirement to empower the whole school community with the 

knowledge to stay safe and risk free is met 

• To ensure risks are identified, assessed and mitigated (where possible) in order to 

reduce any foreseeable harm to the children or liability to the school 

 

This policy is available for anybody to read on the Maidwell Primary School website; 

upon review all members of staff will sign the Staff Acceptable Use Policy (AUP).   

 

A copy of the children’s Acceptable Use Policy (AUP) will be sent home with children at 

the beginning of each school year – see sections 8 and 9.    Parents are requested to 

read and sign the AUP with their child. Children who do not have a completed and 

returned AUP will not be allowed access to natterhub from home. 

 

This policy works in conjunction with the: 

 

• Behaviour Policy (for children who have not followed the AUP rules) 

• Child Protection & Safeguarding Policy 

• Anti-Bullying Policy (for dealing with incidents of cyber-bullying) 

 



2 Roles & Responsibilities 
 

2.1 Governing Body 
 

The governing body is accountable for ensuring that our school has effective 

policies and procedures in place; as such they will: 

• Review this policy at least annually and in response to any Online Safety 

incident to ensure that the policy is up to date, covers all aspects of 

technology use within the school, to ensure Online Safety incidents are 

appropriately dealt with and ensure the policy was effective in managing 

those incidents. 

• Appoint one governor to have overall responsibility for the governance of  

Online Safety at the school who will: 

 

▪ Liaise with the Online Safety Lead to ensure Online Safety lessons are 

rigorous and delivered throughout the school on a regular basis 

▪ Keep up to date with emerging risks and threats through technology 

use 

▪ Receive regular updates from the Headteacher and Online Safety Lead 

in regards to training, identified risks and any incidents 

▪ Ensure Online Safety is included on the agenda at regular Governors’ 

meetings within the standing agenda item for safeguarding 
▪ Provide support to the Online Safety Lead when an Online Safety 

incident has occurred and the school’s response needs further 

consideration 

▪ Challenge the Online Safety Lead to ensure the school has suitable: 

 

Function: Firewall Anti-virus 
Internet 

Filtering 
Accredited ISP 

Wireless 

Security 

Currently 

at MPS: 

DrayCom 

Router 

ESET 

Endpoint 
SurfProtect Exa Networks WPA-PSK 

 

2.2 Online Safety Governor 

 

The Governor responsible for Online Safety will: 

 

▪ Advise on changes to the Online Safety policy 

▪ Establish the effectiveness (or not) of Online Safety training and 

awareness in the school 

▪ Recommend further initiatives for Online Safety training and awareness at 

the school 

▪ Consider risk assessments carried out by the Online Safety Lead 

 

A standing agenda item will be raised at every Governing Body meeting. 

Where an Online Safety incident or a detailed technical matter is to be 

discussed, the Online Safety Lead is also asked to attend the relevant part of 

the meeting.  The Online Safety Governor is Kelly Birch. 

 

 

  



2.3 Headteacher 

 

Reporting to the Governing Body the Headteacher has overall responsibility 

for Online Safety within our school.  The day-to-day management of this will 

be delegated to a member of staff, the Online Safety Lead, as indicated below. 

 

The Headteacher will ensure that: 

 

▪ Online Safety training throughout the school is planned and up-to-date 

and appropriate to the recipient, ie: children, all staff, Governing Body and 

parents 

▪ The designated Online Safety Lead has had appropriate CPD in order to 

undertake the day-to-day duties 

▪ All Online Safety incidents are dealt with promptly and appropriately. 

▪ The Online Safety Lead provides regular updates. 
 

2.4 Online Safety Lead 

 

The day-to-day duty of Online Safety Lead is devolved to Geoff Woods. 

 

The Online Safety Lead will: 

 

▪ Keep up to date with the latest risks to children whilst using technology; 

familiarise him/herself with the latest research and available resources for 

school and home use 

▪ Review this policy regularly and bring any matters to the attention of the 

Headteacher 

▪ Advise the Headteacher and Governing Body on all Online Safety matters 

▪ Engage with parents and the school community on Online Safety matters 

at school and/or at home 

▪ Liaise with the Local Authority, IT technical support and other agencies as 

required 

▪ Retain responsibility for supporting staff when they are reporting an 

Online Safety incident 

▪ Ensure any technical Online Safety measures in school (eg: Internet 

filtering software, behaviour management software) are fit for purpose 

through liaison with the Local Authority and/or IT Technical Support. 

▪ Make him/herself aware of any reporting function with technical Online 

Safety measures, ie: internet filtering reporting function; liaise with the 

Headteacher and responsible governor to decide on what reports may be 

appropriate for viewing 

▪ Risk assesses new equipment, software and online services to make 

recommendations to the Headteacher and Online Safety Governor. 

 

2.5 IT Technical Support Staff 

 

 (Note: this policy must be brought to the attention of any external technical 

support agencies and signed by any staff who attend site as if they are a member of 

staff) 

 

Technical support staff are responsible for ensuring that the IT technical 

infrastructure is secure and this includes at a minimum: 



 

▪ Anti-virus fit-for-purpose, up to date and applied to all capable devices 

▪ Windows (or other operating system) updates are regularly monitored 

and devices updated as appropriate 

▪ Any Online Safety technical solutions such as Internet filtering are 

operating correctly 

▪ Filtering levels are applied appropriately and according to the age of the 

user; that categories of use are agreed with the Online Safety Lead and 

Headteacher 

▪ Passwords are applied correctly to all users regardless of age 

▪ The IT System Administrator password is to be used only by technical 

staff and the IT co-ordinator. (A copy of this password is sealed in an 

envelope and stored in the school safe) 

 

2.6 All Staff 
 

The boundaries of use for IT equipment and services in this school are given 

in the staff Acceptable Use Policy. 

 

Staff must ensure that: 

 

▪ All details within this policy and the associated AUP are understood.  If 

anything is not understood it should be brought to the attention of the 

Headteacher 

▪ Any Online Safety incident is reported to the Online Safety Lead (and a 

safeguarding incident report via MyConcern is made) or in his/her absence 

to the Headteacher.  If unsure the matter is to be raised with the Online 

Safety Lead or the Headteacher to make a decision 

▪ The incident reporting procedures contained within this Online Safety 

policy are fully understood 

▪ Online safety lessons are delivered as specified in curriculum plans to 

their class 

 

2.7 All Children 

 

The boundaries of use of IT equipment and services in this school are given in 

the children’s Acceptable Use Policy; any deviation or misuse of IT equipment 

or services will be dealt with in accordance with the Behaviour Policy. 

 

Online Safety is embedded into our curriculum; children will be given the 

appropriate advice and guidance by staff.  All children are fully aware how 

they can report areas of concern whilst at school or outside of school. 

 

2.8 Parents and Carers 

 

Parents play the most important role in the development of their children; as 

such the school will ensure that parents have the skills and knowledge they 

need to ensure the safety of children outside the school environment.  

Through parents’ briefings and 1-to-1 support the school will keep parents up 

to date with new and emerging Online Safety risks, and will involve parents in 

strategies to ensure that students are empowered.  

 



Parents must also understand the school needs have to rules in place to 

ensure that their child can be properly safeguarded.  As such parents will be 

asked to sign the children’s Acceptable Use Policy and discuss the contents of 

the AUP with their child.  

 

2.9 DSL 

 

Should be trained/competent in online safety issues and be aware of the 

potential for serious child protection/safeguarding issues to arise from: 

 

• sharing of personal data  

• access to illegal/inappropriate materials 

• inappropriate on-line contact with adults/strangers 

• potential or actual incidents of grooming 

• online-bullying 

 

 
3 Online Safety Curriculum 

 

Whilst regulation and technical solutions are very important, their use must be 

balanced by educating children to take a responsible approach.  The education of 

children in online safety/digital literacy is therefore an essential part of the school’s 

online safety provision. Children and young people need the help and support of the 

school to recognise and avoid online safety risks and build their resilience.  

 

At Maidwell Primary School our main resource that we use in delivering our online 

safety curriculum is: 

     .  

 

An overview of the lessons used and the scheme of work are included in Appendix 

1. 

 

Online safety should be a focus in all areas of the curriculum and staff should 

reinforce online safety messages across the curriculum. The online safety curriculum 

should be broad, relevant and provide progression, with opportunities for creative 

activities and will be provided in the following ways:  

 

• A planned online safety curriculum is provided as part of 

Computing/PHSE/other lessons and is regularly revisited. 

• Key online safety messages are reinforced as part of a planned programme of 

assemblies and lesson activities. At Maidwell Primary School we incorporate 

Safer Internet Day assemblies and activities into our curriculum. 

• Children are taught in lessons to be critically aware of the materials/content 

they access on-line and be guided to validate the accuracy of information. 

• Children are taught to acknowledge the source of information used and to 

respect copyright when using material accessed on the internet. 

• Children are supported in building resilience to radicalisation by providing a 
safe environment for debating controversial issues and helping them to 

understand how they can influence and participate in decision-making.   



• Children are helped to understand the need for the children’s acceptable use 

agreement and encouraged to adopt safe and responsible use both within and 

outside school. 

• Staff should act as good role models in their use of digital technologies, the 

internet and mobile devices 

• In lessons where internet use is pre-planned, it is best practice that children 

should be guided to sites checked as suitable for their use and that processes 

are in place for dealing with any unsuitable material that is found in internet 

searches.  

• It is accepted that from time to time, for good educational reasons, students 

may need to research topics (e.g. racism, drugs, discrimination) that would 

normally result in internet searches being blocked. In such a situation, staff can 

request that the Online Safety Lead can temporarily remove those sites from 

the filtered list for the period of study. Any request to do so, should be 

recorded in writing and countered signed by the Headteacher. 

 

 

 

4 Technology 

 

Maidwell Primary School uses a range of devices including PC’s, laptops, iPads etc. In 

order to safeguard the student and in order to prevent loss of personal data we 

employ the following assistive technology: 

 

4.1 Internet Filtering 

 

We use Exa Networks SurfProtect software that prevents access to blocked 

websites.  It also prevents access to inappropriate websites as determined by 

The IT Coordinator/ Online Safety Lead/Headteacher.  Changes to the 
filtering will be agreed by at least two adults from Headteacher, Online Safety 

Lead, Online Safety Governor and if necessary be referred to the Governors.  

In this way no single member of staff has the authority/control over changes 

to the internet filtering. 

 

4.2 Email Filtering 

 

We use ESET Endpoint software that prevents any infected email attachment 

to be sent from the school, or to be received by the school.  Infected is 

defined as: an email that contains a virus or script (ie: malware) that could be 

damaging or destructive to data; or send spam email such as a phishing 

message. 

 

4.3 Encryption 

 

All school devices that hold personal data are password protected.  No data 

is to leave the school on an un-encrypted device; all devices that are kept on 

school property and which may contain personal data are password 

protected.  Any breach (ie: loss/theft of device such as laptop or USB 

keydrives) is to be brought to the attention of the Headteacher immediately.  

The Headteacher will liaise with the Local Authority to ascertain whether a 

report needs to be made to the Information Commissioner’s Office. (Note:  

Encryption does not mean just password protected.) 



4.4 Passwords 

 

All staff and students will be unable to access any device without a username 

and password.  Staff and student passwords will change on a regular basis or 

if there has been a compromise, whichever is sooner.  The IT Coordinator 

and IT Support technicians will be responsible for ensuring that passwords 

are changed. 

 

Where devices cannot be secured with a password, the IT coordinator, 

Online Safety Lead and/or technical support technicians will take steps to 

secure the devices in another way or ensure they are limited in their 

functionality to restrict any risk. 

 

4.5 Anti-Virus 

 
All capable devices will have anti-virus software.  This software will be 

updated at least weekly for new virus definitions.   IT support technicians will 

be responsible for ensuring this task is carried out, and will report to the 

Headteacher if there are any concerns.   

 

4.6 Mobile phones and smart watches with telephony/messaging functionality 

 

• Children are not allowed to use mobile phones/smart watches in our 

school. 

• Staff are allowed discrete infrequent use of their mobile phone/smart 

watch outside of lesson times. 

• A personal mobile phone must never be used to record images of 

children. Only school cameras can be used for this purpose. 

• A personal mobile phone must never be used to contact children or 
parents (unless contact with the parent is an emergency ie: school 

trip/residential and a school mobile is not available). 

• A school mobile will be used while on residential trips to contact parents. 

 

4.7 Physical security 

 

Servers, wireless systems, cabling and other network infrastructure must be 

securely located and physical access restricted where ever possible based on 

the situation within the school building.   

 

Backup tapes/drives must be stored in a locked fire safe separate from the 

actual server. 

 

Laptops, chromebooks and ipads must be stored securely at the end of the 

school day. 

 

4.8 Auditing 

 

There will be regular reviews and audits of the safety and security of the 

school’s technical systems. This includes snap-shot auditing any work done by 

the Online Safety Lead / ICT lead on the school systems. 



Regular analysis of internet traffic blocked by the filtering is undertaken by 

the Online Safety lead and followed up by consulting with the Headteacher 

and potentially implementing the Behaviour Policy. 

 

 

5 Safe Use 

 

5.1 Internet 

 

Use of the Internet in school is a privilege, not a right.  Internet use will be 

granted: to staff upon signing staff Acceptable Use Policy; to children under 

strict adult supervision. 

 

5.2 Email 

 
All staff are reminded that emails are subject to Freedom of Information 

requests, and as such the email service is to be used for professional work-

based emails only.  Emails of a personal nature are not permitted.   

 

Use of a personal email address by staff to contact parents for school 

purposes is not permitted. Only a school provided email address should be 

used to contact parents. 

 

Staff are only permitted to contact a child via email if the child has a school 

email address. 

 

Children are permitted (if deemed necessary) to use the school email system, 

and as such will be given their own email address.  The email address will be 

made up of a random set of characters so their email account cannot be 

derived from their name. 

 

5.3 Photos and videos 

 

All parents must sign a photo/video release slip at the beginning of each 

academic year; non-return of the permission slip will not be assumed as 

acceptance.  Where pictures are released to an outside agency (newspaper 

etc) children will not be named individually.  

 

A photo/video social network disclaimer will be regularly added to emails and 

newsletters and displayed at assemblies. 

 

Photographs must only be taken on school cameras/equipment and never on 

staff personal phones or tablet computers. Cameras/equipment that contain 

pictures should only be stored in school and not taken home (ie: at the end 

of a school trip). 

 

5.4 Social Networking 

 

There are many social networking services available.  Maidwell Primary 

School is fully supportive of social networking as a tool to engage and 

collaborate with learners, and to engage with parents and the wider school 

community.  The following social media services have been deemed suitable 



for use within Maidwell Primary School.  Should staff wish to use other social 

media, permission must first be sought via the Online Safety Lead who will 

advise the Headteacher for a decision to be made.  Any new service will be 

risk assessed before use is permitted. 

 

• Blogging – used by staff and students in school.  A class blog is set up in 

the Year 5 scheme of work.  This will be worked on once every two 

years.  It is used to comment on a class book – all class members post 

comments and others can comment on these 

• Twitter – used by the school as a broadcast service (see below) 

• Facebook – used by the school for publicity purposes 

 

A broadcast service is a one-way communication method in order to share 

school information with the wider school community.  No persons will be 

“followed” or “friended” on these services and as such no two-way 

communication will take place. 

 

In addition, the following is to be strictly adhered to: 

 

• Permission slips must be consulted before any image or video of any child 

is uploaded 

• There is to be no identification of students using names 

• Where services are “comment enabled”, comments are to be set to 

“moderated” 

• All posted data must conform to copyright law; images, videos and other 

resources that are not originated by the school are not allowed unless 

the owner’s permission has been granted or there is a licence which 

allows for such use (ie: creative commons).   

 

Should it come to the school’s attention that there is a resource which has 

been inadvertently uploaded, and the school does not have copyright 

permission to use that resource, it will be removed promptly. 

 

Parents use of social network sites for pictures of children: 

 

It is recognised that parents attending school events may take photos or 

video. It is highly probable that other children at the event will also be 

captured on photo/video therefore all parents are asked not to post such 

images on any social networking site, irrespective of their privacy settings. 

 

A message/poster informing parents as detailed above will be displayed at all 

such events. 

 

If any postings on social network sites that violate this policy are discovered, 

the parents responsible for posting the pictures/video will be asked directly 

to remove them. 

 

Parents’ use of social network sites for comments on school and staff: 

 

It is recognised that some parents make extensive use of social network sites 

to comment on their child’s schooling at Maidwell Primary School (facebook, 



rate-my-teacher…).  If any postings on social network sites are defamatory 

or libellous the parent will be asked, in writing, to directly remove the 

posting. The school recognises an individual member of staff’s right to contact 

the police and pursue such matters if the parents refuse to comply. 

 

Staff use of social network sites: 

 

It is recognised that some school staff may make use of social networking 

sites. School IT equipment and the school’s internet connection are not to be 

used for personal access to social network sites. 

 

As a professional person representing the school all staff are expected to: 

 

▪ not identify any child either by name or indirect reference in a social 

network posting 
▪ not make defamatory or libellous comments about children, other 

staff, parents or any other parties linked to the school in a social 

network posting 

 

Due to the trusted nature of employment in a school all staff need to be 

aware of situations outside of school where inappropriate pictures may be 

taken and posted to a social network site.  

 

Staff are encouraged to ensure friends taking and posting pictures that may 

include themselves ask for their name NOT to be tagged against the picture. 

 

Staff must not ‘friend’ a child (current or past pupil) on a social network and 

avoid ‘friending’ parents where possible. 

 

 

5.5 Incidents 

 

Any Online Safety incident is to be brought to the immediate attention of the 

Online Safety Lead, or in his/her absence the Headteacher, and details 

recorded in MyConcern. 

 

In the event of an incident on screen in school, children are taught to switch 

off the screen and inform an adult WITHOUT closing any 

windows/applications. 

 

The adult must then: 

 

• Alert the Online Safety Lead/Headteacher immediately 

• Ensure the computer is not used further and the monitor stays switched 

off 

• Do not investigate or make an electronic copy (ie: screen capture) to 

preserve evidence 

• Reassure the child 

• Record details in MyConcern 

 



According to the severity of the incident, it may be necessary to contact the 

Police, CEOP or IWF.  These contacts and other actions will be carried out 

as per the school’s safeguarding procedures. 

 

With lower severity incidents, particularly if the incident has occurred 

outside of school, the child’s parents are informed through an Online Safety 

Incident letter and follow up communication. See Appendix 2 for an example 

letter.  

 

The following procedure can be followed by the Online Safety Lead to 

investigate an incident in school: 

 

• Have more than one senior member of staff involved in this process. 

This is vital to protect individuals if accusations are subsequently 

reported. 

• Conduct the procedure using a designated computer that will not be 

used by young people and if necessary can be taken off site by the 

police should the need arise. Use the same computer for the duration 

of the procedure. 

• It is important to ensure that the relevant staff should have appropriate 

internet access to conduct the procedure, but also that the sites and 

content visited are closely monitored and recorded (to provide further 

protection).  

• Record the URL of any site containing the alleged misuse and describe 

the nature of the content causing concern. It may also be necessary to 

record and store screenshots of the content on the machine being used 

for investigation. These may be printed, signed and attached to concern 

logged in MyConcern (except in the case of images of child sexual 

abuse – see below) 

• Once this has been completed and fully investigated the group will need 

to judge whether this concern has substance or not. If it does, then 

appropriate action will be required and could include the following: 

o Internal response or discipline procedures 

o Involvement by Local Authority or national/local organisation 

(as relevant).  

o Police involvement and/or action 

 

If content being reviewed includes images of child abuse, then the monitoring 

should be halted and referred to the Police immediately. Other instances to 

report to the police would include: 

 

o incidents of ‘grooming’ behaviour 

o the sending of obscene materials to a child 

o adult material which potentially breaches the Obscene 

Publications Act 

o criminally racist material 

o promotion of terrorism or extremism 
o offences under the Computer Misuse Act (see User Actions 

chart above) 

o other criminal conduct, activity or materials 



• Isolate the computer in question as best you can. Any change to its 

state may hinder a later police investigation. 

 
It is important that all of the above steps are taken as they will provide an 

evidence trail for the school and possibly the police and demonstrate that 

visits to these sites were carried out for safeguarding purposes. The 

completed form should be retained by the group for evidence and reference 

purposes. 

 

5.6 Staff Training 

 

It is important that the wider school community is sufficiently empowered 

with the knowledge to stay as risk free as possible whilst using digital 

technology; this includes updated awareness of new and emerging issues.  As 

such, Maidwell Primary School will have a regular programme of training 

which is suitable to the audience. 

 

Online Safety for children is embedded into the curriculum; whenever IT is 

used in the school, staff will ensure that there are positive messages about 

the safe use of technology and risks as part of the children’s learning. 

 

As well as the programme of training we will establish further training or 

lessons as necessary in response to any incidents. 

 

The Online Safety Lead is responsible for recommending a programme of 

training (including external training where appropriate) and awareness for the 

school year to the Headteacher and responsible Governor for consideration 

and planning.  Should any member of staff feel they have had inadequate or 

insufficient training generally or in any particular area this must be brought to 

the attention of the Headteacher for further CPD. 

 

Children are also taught to recognise how IT can be used inappropriately to 

carry out bullying, and what to do if they are a victim of cyberbullying. 

 

 

6 Mobile Technology 

 

6.1 Pupils 

 

Pupils are provided with access to various mobile technology (laptops, iPads, 

chromebooks) as part of their curriculum. 

 

No child is allocated a ‘personal’ device or permitted to bring devices from 

home (BYOD). 

 

The wireless network code is not revealed to any child in any 

circumstances. 

 

Children are not permitted to bring mobile phones or smart watches with 

telephone/messaging functionality to school. 

 



Also refer to Section 8 of this policy for details on children’s Acceptable Use 

Policy (AUP). 

 

6.2 Parents/Carers 

 

Parents/Carers are not permitted to use any personal mobile device in school 

other than during specific events such as assemblies/performances.  During 

these events, parents/carers are reminded not to use any images outside of 

their family/personal use (see section 4.3) 

 

6.3 Visitors to the School 

 

Visitors to the school are asked not to use mobile phones in the presence of 

children. 

 
It is accepted, however, that contractors may need to use mobile technology 

as part of their reason to visit.  However, as all visitors are accompanied 

whilst in school, they are also monitored in their use of mobile technology. 

 

6.4 Staff 

 

Staff are provided with access to various mobile technology (laptops, iPads, 

chromebooks). 

 

Staff are not permitted to use any personal devices in the presence of 

children. 

 

Staff are permitted to connect their personal mobile phone to the guest 

wireless network for us in the staffroom only.   

 

Also refer to Section 6 of this policy for details on staff Acceptable Use Policy 

(AUP). 

 

  



7 Acceptable Use Policy – Staff 

 
  

(Completed online) 
 

 

 

8 Acceptable Use Policy – Children 
 v.Sept 2021 
 

  



8 Acceptable Use Policy – Children 

 
  

(Completed online) 
 

 



 
  



9 Letter to Parents 
 
 

 
 



 
 
 



10 School Posters 

 

Notice to parents before any event where photography/video capture is allowed: 

 

 

 

 

 

 

 

 

 

 

 

 
 

 

 

 

 

 

 

 

 

 

 

 

Notice displayed near computers in classrooms: 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

Online Safety advice for children – general Online Safety reminders and advice posters are 

also located around school. 

  

Dear Parents & Friends,

In line with our online safety and child protection

policies we would like to make the following

statement.

During your time in school you are welcome to use

a video or still camera on the understanding any

images captured are only for personal or family use.

Any images recorded or stored must NOT be

posted to any social networking sites or picture

sharing sites.

Images transmitted electronically across the

internet (such as via email to other family

members) must be sent in a suitably encrypted

format. Thank you.

NONO internetinternet use use 

during wet playtimes.during wet playtimes.

The internet can only be

used during lessons

with an adult.



11 Data Protection 

 

All computer systems are implemented and used within the scope of relevant Data 

Protection law and the school’s Data Protection/GDPR policies. 

 

12 COVID / Home Learning 

 

During a school closure or situation where a child is required to engage with remote 

learning, we will use natterhub as our main platform.  Natterhub has a built in filter 

that traps words and images/videos through a whitelist and moderation function. 

There is also a reporting function so children can alert staff to any comments or 

uploads that are upsetting, harmful or unacceptable. 

 

13 Website links 

 
The following links are provided on the school website or the school internet 

browser home page: 

 

www.thinkuknow.co.uk 

www.kidsmart.org.uk 

 

 
 

 

14 Further Information and Guidance 

 

 

www.natterhub.com 
 

www.ceop.police.uk (for parents/carers and adults) 

 

www.iwf.org.uk (for reporting of illegal images or content) 

 

www.thinkuknow.co.uk (for all children and young people with a section for 

parents/carers and adults – this also links with the CEOP (Child Exploitation and On-

line Protection Centre work) 

 

www.netsmartzkids.org (5 – 17) 

 

www.kidsmart.org.uk – (all under 11) 

 
www.digizen.org.uk  

 

(All links above were valid and available at time of inclusion in this policy) 

http://www.thinkuknow.co.uk/
http://www.kidsmartorg.uk/
http://www.iwf.org.uk/
http://www.thinkuknow.co.uk/
http://www.netsmartzkids.org/
http://www.kidsmartorg.uk/
http://www.digizen.org.uk/


15 Checklist  

 

Online Safety Checklist  

 

This checklist is for the Online Safety Lead and Governor to carry out regular monitoring 

that all safeguards and procedures are in place, as per the Online Safety policy.  

 

Date checks carried out:  _______________________________ 

 

Carried out by:   _______________________________ 

 

 ✓ OR Remedial action taken 

Network filtering via SurfProtect running correctly  

Anti-virus and anti-spyware software installed on network 

PCs and in-school laptops 
 

Staff are aware of the issues regarding internet searching and 

how to instruct children how to remain safe – in particular 

with respect to Google 

 

New Online Safety threats from emerging technologies 

considered 
 

Any recent Online Safety incidents considered to ensure 

technology safeguards have been updated in the light of 

these events 

 

New staff have been instructed on data security, anti-virus, 

filtering and children’s Online Safety 
 

Correct notices / posters are on display in all computer use 

areas for children and staff 
 

Administrator password is stored in the safe  

Online Safety lesson(s) have been delivered at least once 

within the previous term 
 

Staff and children’s Acceptable Use Policy has been 

refreshed within the previous 12 months 
 

 

Further Notes & Action Required: 
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